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Chapter 1

Introduction

As part of my Master’s degree and Cursus Master en Ingénierie (CMI) in Internet, Systems, and
Networks at the University of Strasbourg, I completed a six-month internship at the Prescience Lab,
in the Department of Computer Science at Northwestern University. The internship took place from
February 2 to July 31, 2026, under the supervision of Professor Peter Dinda.

This was an opportunity to work in an academic research environment and to take part in a systems
research project from its early formulation to the submission of a workshop paper. The main result of
this work was Medovik1, a system model and prototype for simplifying the porting of applications to
Trusted Execution Environments (TEEs). Together with Professor Peter Dinda and Michael Polinski,
a PhD student in the Prescience Lab, I submitted my first paper as lead author, Medovik: Simplifying
Performant Porting to TEEs by Adding Even More Layers to the Honey Cake [1], to the 14th Workshop on
Programming Languages and Operating Systems (PLOS 2026), co-located with SOSP.

Trusted Execution Environments, described in more detail in Section 3.1.2, are difficult targets for
existing applications because they lack the Linux runtimes, libraries, and device interfaces on which
those applications depend. Medovik avoids an immediate full port by running the original x86_64/Linux
environment through an emulator compiled to WebAssembly inside ARM TrustZone [2]. Because this
compatibility path is slow, profiling identifies a small set of hot functions that can be replaced with punch-
through handlers. I worked with Professor Peter Dinda and Michael Polinski to develop the Medovik
model, then implemented and evaluated its prototype.

Medovik was the central project of my internship, but it was not the only thread of work. I also
explored source-language porting with large language models (LLMs), for which I carried a literature
review, formulated a research question, and built supporting experimental scripts. This secondary project
focused on how to establish confidence in LLM-generated code translations.

Beyond the technical work itself, another question guided this internship: whether rigorous academic
research is a path I want to pursue in the future. I believe every human being looks for something that can
give them purpose. This internship taught me enough to begin realizing that purpose is not necessarily
found in what one does, but in what one wants that work to become.

1Medovik is an Eastern European honey cake made of many layers.
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Chapter 2

The Research Environment

2.1 Northwestern University

Founded in 1851, Northwestern University is a private research university located in Evanston, Illi-
nois, in the United States. It spans three campuses in Evanston (Figure 2.1), Chicago, and Doha, Qatar,
and serves more than 9,000 undergraduate students and 14,000 graduate students. Northwestern is also
a major research institution, with more than 90 school-based research centers and 20 university-wide
research centers [3].

Figure 2.1: Northwestern University’s Evanston
campus [4]

Figure 2.2: The Mudd Library, home of NU’s Com-
puter Science Department [5]

2.2 The McCormick School of Engineering

Northwestern Engineering, as it is commonly known, traces its origins back to 1909, when it was es-
tablished as a College of Engineering. It took the name McCormick School of Engineering and Applied
Science in 1989, following a $30 million grant from the Robert R. McCormick Foundation. Today, the
school brings together over 200 faculty across disciplines ranging from biomedical and chemical engi-
neering to computer science and industrial engineering [6].

2.3 The Department of Computer Science

The Department of Computer Science sits within McCormick and occupies Mudd Library (Figure 2.2)
on the Evanston campus. Research in the department covers a broad range of areas, from systems and
networking to artificial intelligence, theory, security, robotics, and others [7]. The department hosts over
25 research groups and labs, and is affiliated with more than a dozen university research centers and
institutes, spanning fields as varied as quantum information, deep learning, sustainability, and trans-
portation [8].

I think that the real strength of the department comes from its people and how they connect. Rather
than focusing on a single area, dozens of research groups work on problems across the entire computing
stack. Ideas are easily shared with other departments and schools across the university, fostering a culture
of collaboration where different perspectives can meet and grow.

I had the opportunity to be part of this environment as a member of the Prescience Lab.
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2.4 The Prescience Lab

The Prescience Lab has a strong history of mentorship. It has graduated over 25 master’s students and
50 undergraduates while completing more than 15 research projects. During my internship, the group
consisted of eight PhD students, three masters students, five undergraduates, and me.

Professor Peter Dinda directs the Prescience Lab. He holds appointments in both Computer Science
and Electrical and Computer Engineering [9]. His research focuses on experimental computer systems,
specifically virtualization and parallel and distributed systems. Over his career, he has published more
than 145 papers and was named an IEEE Fellow in 2015.

The lab runs several projects at the same time [10]. The Constellation Project [11] makes different
types of processors work together. The goal is to hide that complexity so the programmer doesn’t have to
manage it. The Interweaving Project [12] rethinks the whole hardware and software stack. It asks how
we would build it today if we could start from scratch.

The Buoyancy Project [13] focuses on floating-point correctness. Finally, the Privacy Backplane [14]
is the focus of my internship. I describe this work in the next section.

2.5 The Privacy Backplane Project

The Privacy Backplane project envisions a framework designed to give people individual privacy in
Internet of Things (IoT) environments [14]. IoT devices are now everywhere in our daily lives. They con-
stantly collect personal data, usually under broad rules like GDPR [15] or CCPA [16] that apply the same
way to everyone. The Privacy Backplane is an effort to make an individual choice possible. Each person
would be able to control how their own data is accessed and used. Realizing this vision would require a
legal framework that obligates IoT environments to negotiate with users, together with a technical system
that enforces the resulting choices [14].

Several research efforts in the lab approach this problem from different systems angles. Some study
how to establish trust in software execution, others explore how hardware capabilities can enforce iso-
lation while still allowing efficient access to devices, and another line of work investigates lightweight
kernel support for secure I/O on trusted platforms [17, 18, 19]. Together, these projects show the broader
systems context in which the Privacy Backplane is being developed.

The effort most directly connected to my internship is ERASE, a human motion-tracking and redac-
tion application. ERASE processes video at the edge and redacts people who have not opted into image
capture [20, 21]. In the Privacy Backplane context, Trusted Execution Environments (TEEs) are a natural
enforcement mechanism for applications of this kind. My internship focused on the systems question
that follows: how do we get an application like ERASE, which was not necessarily developed for a TEE
operating system, to run inside a TEE? The next chapter returns to ERASE in more detail and presents
this problem through Medovik.
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Chapter 3

Medovik: Make It Run, Make It Fast

When I arrived, Medovik existed only as an initial research idea; there was no prototype or established
implementation plan. I met with Professor Dinda weekly to discuss progress and research decisions, but
I worked with substantial autonomy between those meetings. I led the hardware integration, system
design, prototype implementation, evaluation, and paper writing. Professor Dinda helped shape the
research direction, while Michael Polinski helped with the testbed and contributed to the paper.

3.1 Problem Statement and Objectives

3.1.1 Security Guarantees

Modern computing depends heavily on security guarantees. Over time, both software and hardware
have tried to provide those guarantees, although they do so in different ways.

Software

Memory safety is the obvious place to start. Languages such as C and C++ give programmers direct
control over memory, which is why they remain central in kernels, runtimes, and other low-level systems
code. That control comes with a cost: memory errors are still a major source of vulnerabilities. This is one
reason systems languages such as Rust have attracted so much attention. Through its ownership model,
Rust rejects many unsafe memory patterns at compile time without requiring a garbage collector [22, 23].

Formal verification takes a different route. Although testing can find bugs, it cannot prove by itself
that a system is correct. Formal verification uses mathematical specifications and machine-checked proofs
to show that an implementation satisfies specific properties. A major example is the seL4 microkernel,
which comes with machine-checked proofs of implementation correctness, along with proofs about se-
curity properties such as confidentiality, integrity, and availability for correctly configured systems [24].
Similar work exists lower in the software stack: CompCert is a formally verified C compiler [25], while
HACL* and EverCrypt provide verified cryptographic components [26, 27].

Sandboxing and isolation solve a narrower problem: containment. A sandbox restricts what code
can access, so that a compromised component has limited reach outside its environment. Browsers use
this idea heavily. Chromium, for example, uses sandboxing to constrain less-trusted processes [28]. We-
bAssembly applies this concept by running compiled code inside a strictly controlled, memory-safe vir-
tual machine, preventing the application from accessing the host’s memory or resources without explicit
permission [29]. Containers provide another common form of isolation by relying on operating-system
mechanisms such as namespaces, control groups, and restricted capabilities [30].

These techniques are powerful, but each still depends on some trusted software layer: a compiler,
verifier, runtime, browser, container engine, operating system, or kernel. If that layer falls outside the
trust boundary, software guarantees alone are not enough [31]. Hardware-backed guarantees become
relevant at exactly this point, which is why Trusted Execution Environments matter for this project.

Hardware and the Trusted Computing Base

In any secure system, the set of hardware, firmware, and software components critical to its security
is known as the Trusted Computing Base (TCB). If a component within the TCB is compromised, the
security of the entire system can be defeated. Therefore, a core goal of secure systems design is to shrink
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the TCB as much as possible. The foundation of this base is the root of trust. It is a component that later
security decisions depend on. Because there is no lower layer available to verify it, the system must trust
it by design [32]. A Trusted Platform Module (TPM) is a common example. It can store keys, certificates,
and platform measurements, and it is often used for boot integrity and attestation [33].

Password checking provides a simple example of TCB reduction, as shown in Figure 3.1. If a normal
application sends a password to the operating system (OS) and the OS performs the check, then the OS
is part of the TCB for that operation. A malicious or compromised OS could read the password, change
the result, or leak the secret state used for verification. When the check runs inside an isolated hardware-
backed environment instead, the ordinary OS no longer needs to be trusted to preserve the password’s
confidentiality or the check’s integrity. It still routes the request and can delay, block, or refuse it, so
availability continues to depend on components outside the TEE.

Software-only Design

User Password

Application

Operating System

Password check + secret

TCB

Hardware-Isolated Design

User Password

Application

Operating System

TEE: check + secret

TCB

Figure 3.1: Property-specific TCB reduction for password checking. The TEE protects the password’s
confidentiality and the check’s integrity, while the operating system can still deny service.

Hardware isolation can take several forms. At the scale of virtual machines, AMD SEV encrypts guest
memory using keys managed by the AMD Secure Processor [34]. SEV-SNP adds integrity protections
against a malicious hypervisor [35]. At the instruction-set level, CHERI takes a different path by adding
hardware capabilities for fine-grained memory protection and software compartmentalization [36].

The form of hardware isolation used in this project is the Trusted Execution Environment, introduced
in the next section.

3.1.2 Trusted Execution Environments (TEEs)

A Trusted Execution Environment (TEE) is not just another name for a sandbox. Sabt et al. define
it as a protected processing environment that provides authenticity of executed code, integrity of run-
time state, confidentiality of code and data, and mechanisms for attesting its trustworthiness to another
party [37]. In practical terms, code inside a TEE should be protected from the rest of the system, including
the ordinary operating system.

A sandbox mainly limits what a program can do to the outside world. A TEE also protects the pro-
gram from that outside world. For applications that manipulate sensitive data on devices with large
software stacks, this changes the trust boundary: the whole operating system no longer has to be trusted
for the protected computation.

However, isolation alone is insufficient if the user cannot verify what is isolated. While a TEE provides
a secure environment, the caller still needs proof that the correct code was loaded into it. This is done
using a cryptographic mechanism called attestation. Its purpose is to allow a TEE to prove its identity
and integrity to an external party. When a function is loaded into the TEE, the hardware computes a
cryptographic representation of its initial state, which is then signed with a hardware-bound key. If a
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client application wants to invoke that secure function, it can request an attestation report. By verifying
the signature and checking the measurement, the caller can be confident that the expected function was
loaded inside a real TEE, rather than a malicious OS pretending to be one. This does not prove that the
function is free from bugs or runtime attacks, but it does authenticate its initial state.

Different hardware platforms implement this idea differently. Intel SGX protects selected code and
data inside enclaves [38]. ARM TrustZone instead splits the machine into two execution worlds: the
Normal World and the Secure World [2]. This internship focuses on ARM TrustZone, because the target
devices are ARM-based edge/IoT systems.

In TrustZone, the Normal World typically runs the ordinary operating system, such as Linux. The
Secure World hosts trusted code with stronger isolation from the rest of the system. Figure 3.2 shows
how this split maps onto ARM exception levels.

Since this work targets ARM-based edge devices, the relevant case is TrustZone on ARMv8-A, the
architecture used by the boards in my experimental setup. ARMv8-A organizes execution into four ex-
ception levels (ELs), from EL0, the least privileged, to EL3, the most privileged. Applications typically
run at EL0, operating systems at EL1, hypervisors at EL2, and the secure monitor at EL3. Figure 3.2 shows
which software runs at each exception level in the Normal and Secure Worlds.

Transitions between the Normal World and the Secure World go through the secure monitor at EL3.
Firmware such as Trusted Firmware-A provides part of this low-level secure infrastructure and initializes
the platform before the operating systems run [39]. Normal World code cannot call Secure World code
like an ordinary library. It issues a secure monitor call, and the monitor controls the transition. The same
boundary that supports the security model also makes TEE programming very different from ordinary
application programming.

EL0

EL1

EL2

EL3

Normal World

Application Application Application Application

Guest OS Guest OS

Hypervisor

Secure Monitor

Secure World

Secure Firmware

Trusted OS

No EL2 in Secure World

Figure 3.2: ARMv8-A TrustZone exception-level layout for the RK3399 target used in this work [2].

3.1.3 Challenges of Porting to TEEs

Because of this strict boundary, porting an existing application into a TEE is rarely straightforward.
Developers typically build and test code on standard Linux setups running on x86_64 hardware plat-
forms, but TEE operating systems are fundamentally incompatible with these setups. A recent systematic
review highlights that the vast diversity in hardware architectures, SDKs, and bespoke APIs makes ap-
plication porting and cross-platform development overwhelmingly complex [40]. This fragmentation
breaks standard toolchains, and a recent empirical study demonstrates that the steep learning curve
drives developers to bypass safe APIs or introduce insecure practices that violate the trust boundary [41].

While newer cloud-focused technologies such as Intel TDX [42] and AMD SEV [34] allow entire
x86_64 virtual machines to run as hardware-protected confidential VMs, edge and IoT devices are typ-
ically ARM-based. Although the ARMv9 Realm Management Extension (RME) [43] was announced
in 2021 to provide similar virtualization abstractions, it is not yet an option in commodity edge/IoT
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hardware [44]. Even with RME functionality, plenty of application code still starts x86_64-native. Thus,
moving an existing application into an edge/IoT TEE requires a complex porting effort.

Frameworks like Enarx [45] attempt to simplify this porting process by deploying applications as
WebAssembly modules inside SGX or SEV, theoretically allowing developers to execute high-level lan-
guages like Python. However, because these solutions require the application itself to be compiled di-
rectly to WebAssembly, they are incapable of executing pre-compiled native C extensions or system ABI-
based shared libraries. Even ordinary I/O becomes a porting problem: TEE code cannot freely use host
OS services or physical peripherals, so interactions with the outside world must be mediated across the
TEE boundary [46, 38]. Manual partitioning is notoriously difficult to implement securely, and poor im-
plementations frequently lead to huge performance overheads and system availability bottlenecks [47].

Porting existing applications into edge/IoT TEEs, such as ARM TrustZone, can be overwhelming
even when they already target embedded hardware. The Medovik effort grew out of the research team’s
attempt to port ERASE [21, 20], a human motion tracking and redaction application, into such an envi-
ronment with significant cooperation from its developers. They have encountered similar issues when
porting other such tools and a distributed query framework to TEEs [1].

The recurring problem is that application developers make reasonable assumptions about the execu-
tion environment: available languages, libraries, device interfaces, and foundational OS features. In a
TEE, these assumptions often fail simultaneously. ERASE provides a concrete example of this.

ERASE Porting Effort

The goal of ERASE [21, 20] is to achieve privacy-preserving live video redaction on low-end edge
systems. Humans are tracked through a venue with cameras and ultra-wideband localization. A novel
and fast signal processing (non-AI) algorithm computes a bounding box around each human that can
be seen in each frame. For each human who has not opted into image capture, the application redacts
all the pixels in the bounding box. Tracking and redaction occur only on the edge device, so that no
data for anyone who has not opted in ever leaves the edge device. ERASE achieves over 60 frames per
second for one person on a ROCKPro64 SBC (ARM Cortex-A72), dropping to 20 frames per second for
five people, approximately 10× faster than previous work. I used the same hardware for my work during
this internship.1

Originally, ERASE was published as an x86_64 Ubuntu Docker image. Porting it to the ROCKPro64
presented two distinct challenges. The first was architectural: translating x86_64 code to ARM64. While
modern ARM64 support has improved and mitigates most of that effort, this is a secondary concern.

The primary challenge was moving the application into TrustZone’s Secure World. Running ERASE
in the Secure World is essential because it allows attestation to verify the redaction code, and it enables
hardware partitioning to provide a direct path from the camera to the secure environment. This lets
anyone who trusts the attestation process verify that the video is redacted before it leaves the device.

Systems Environment

To host ERASE in the Secure World, I explored several TEE operating environments. However, each
option forced the developer into the traditional porting trap illustrated in Figure 3.3(b).

For example, OP-TEE [48] is a widely used Secure World OS, but it is designed around a Remote
Procedure Call (RPC) model. It expects Secure World code to act as short-lived handlers responding to
requests from Normal World Linux. This is a poor fit for ERASE, which operates as a continuous, long-
lived video processing pipeline. Alternatively, KaTZe [19], a Secure World port of the Kitten lightweight
kernel [49], is designed for process-like workloads and supports a limited subset of Linux system calls.
While its split-core design can route selected requests between the Normal and Secure Worlds, it still
does not provide a complete Linux environment.

1The ROCKPro64 SBC is a low-cost edge/IoT-class development platform.
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Figure 3.3: Medovik simplifies porting to TEEs. (a) Applications are built for commodity x86_64/Linux
stacks. (b) Traditional TEE porting forces developers to split or replace application, runtime, OS, and
I/O layers across Normal and Secure Worlds. (c) Medovik preserves the original stack inside TEE-hosted
compatibility layers, then uses profiling-guided punch-through for selected hot paths.

In all cases, the fundamental problem remains: the developer must manually dissect the application.
They are forced to choose exactly which application logic, libraries, OS dependencies, and I/O compo-
nents must be rewritten, replaced, or split across the trust boundary [1].

Language Assumptions

There is typically a fundamental disconnect between the language environment of application devel-
opers and that of TEE toolchain engineers. In the case of ERASE, the authors chose the most effective tools
for signal processing. Their implementation began in MATLAB and eventually transitioned to Python
using NumPy and SciPy. For video I/O from both devices and files, they relied on OpenCV and its
Python bindings. While this approach made the ERASE codebase superficially compact, it introduced
enormous runtime dependencies.

This reality directly conflicts with traditional TEE porting options. Secure environments expect embed-
ded-style code that is written in a low-level language like C, C++, or Rust, and is completely self-
contained except for an explicit hardware abstraction layer (HAL) and OS abstraction layer (OSAL).

While the authors could theoretically rewrite the entire application to fit this restrictive model, such
a massive engineering effort is difficult to justify. The current implementation already meets the neces-
sary performance targets, and its execution speed is likely to improve naturally as its dependencies are
optimized over time [1].

Environment Assumptions

Application developers rely heavily on the underlying operating system and its ecosystem of pack-
aged libraries and frameworks. For instance, the ERASE designers implicitly assumed the application
would run on a modern Ubuntu distribution, where virtually all necessary dependencies are readily
available through standard package managers.

TEEs fundamentally disrupt this assumption. As noted in the previous section, the Secure World
operating environments I evaluated lacked basic OS features. Some lacked the concept of isolated pro-
cesses entirely, and those that did support them offered only partial implementations of the Linux system
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call interface. In the case of KaTZe, correctly implementing the missing system calls required by ERASE
proved to be a major engineering hurdle.

Furthermore, regardless of the primary programming language, shared libraries are often strictly
required. Dependencies like NumPy, SciPy, and OpenCV are typically compiled as system ABI-based
shared libraries to maximize performance. For many complex packages, compiling a purely static ver-
sion is not even a supported option. Additionally, many higher-level language runtimes rely on dynamic
loading functions like dlopen(), making static linking impossible. Despite their necessity, shared li-
braries are notoriously difficult to implement securely and are either entirely absent or insufficiently
supported in TEE operating systems, including KaTZe.

Finally, device driver support within TEEs is severely limited. For ERASE to access the camera, the
video data would either have to be routed insecurely through the Normal World, or a custom secure
driver would have to be written for KaTZe. Porting an existing Linux kernel driver into the Secure
World and maintaining its compatibility with OpenCV and its dependencies would demand considerable
hardware expertise and development effort.

3.1.4 Reducing Application Porting Effort

The constraints described above lead to two research questions:

1. Can an existing x86_64/Linux application execute inside an ARM TrustZone environment without
a manual TEE-specific port?

2. If compatibility layers make that execution too slow, can profiling-guided replacement of selected
functions recover useful performance without rewriting the complete application?

Section 3.2 defines the Medovik model used to investigate these questions, and Section 3.4 evaluates
the prototype.

3.2 Medovik Model and Prototype

The Medovik model changes the first porting milestone from efficient execution to correct execu-
tion. It initially preserves the applications expected x86_64/Linux environment inside a compatibility
substrate hosted by the TEE, while optimization begins only after the application runs.

3.2.1 Assumptions and Core Elements

For this model to work, three conditions must hold.

1. The application can be packaged together with the operating system and library state it expects
(e.g., a container-derived image).

2. The target TEE can host a small execution substrate capable of running a compatibility layer, such
as a WebAssembly runtime, emulator, or similar abstraction layer.

3. The compatibility layer exposes a controlled mechanism for redirecting selected guest operations
into optimized code without requiring the rest of the application to be modified (e.g., a host-
function interface).

These assumptions still impose constraints. They are much weaker, however, than requiring a full
manual port before the first execution.

Furthermore, Medovik has two core elements. The first is compatibility-first execution. The original
application binary and its dependency environment are kept as close as possible to their normal form,
even when doing so requires extra layers of emulation or interpretation. This path is slow by design, but it
gives the developer a working starting point. The second element is profiling-guided punch-through. After
the application runs, the developer profiles it in its ordinary environment, identifies the functions that
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dominate execution time, and ports only those performance-critical paths. The replacement functions
then bypass the slowest layers through explicit punch-through mechanisms.

Why is this useful? Because many programs spend most of their time in a small part of their code.
When that is true, the difficult TEE-porting work described in §3.1.3 applies only to a small set of func-
tions, rather than to the entire application and dependency stack.

The model is deliberately not tied to one emulator, one WebAssembly runtime, or one TEE operat-
ing system. My prototype uses an x86_64 emulator compiled to WebAssembly and hosted in an ARM
TrustZone environment. Another implementation could use different layers or a different punch-through
mechanism.

3.2.2 Prototype

My prototype instantiates the model for a deliberately difficult target: running unmodified x86_64
Linux applications inside an ARM TrustZone TEE. I implemented it on a ROCKPro64 board using OP-
TEE [50] 4.9.0 as the TEE OS, WAMR [51] as the WebAssembly runtime, Bochs [52] as the x86_64 emulator,
and Debian-based Docker images as source application environments. The prototype also includes a
hypercall mechanism for punch-through, described later in this section.

Prototype Layers

From the original application down to the TEE, the prototype has five layers:

• Application. The input is an existing Linux x86_64 application.
• Linux kernel and container image. The application and its dependencies are placed in a Docker [53]

container, which becomes the root filesystem of a bootable OS image.
• x86_64 emulator. Bochs boots the image on an emulated x86_64 machine. In this prototype, Bochs

itself is compiled to WebAssembly.
• WebAssembly runtime. WAMR executes the emulator inside the TEE and provides the host interface

required by the WebAssembly module. I use ahead-of-time compilation to reduce its overhead.
• TEE OS. OP-TEE provides the Secure World execution environment in which the WebAssembly

runtime runs.

This stack is expensive. Application instructions first pass through an emulated x86_64 machine; the
emulator runs as WebAssembly; and the WebAssembly runtime itself executes inside a constrained TEE.
That overhead is the reason punch-through becomes necessary.

3.3 Implementation Work

After defining the prototype layers, the next task was to deploy those layers on the target hardware
and connect them into a functional system. This was not a straightforward process and required several
specific engineering choices.

3.3.1 Selecting the Secure World Environment

The target hardware for the prototype was the ROCKPro64. Building a TrustZone stack for this board
requires Trusted Firmware-A (TF-A), U-Boot, a Normal World OS, and a Secure World OS.

The initial design choice was the Secure World OS. I first attempted to use Kitten [54], a lightweight
research kernel designed for high-performance computing. However, debugging errors in this undocu-
mented research codebase proved prohibitive. I therefore pivoted to OP-TEE [48], an open-source Trusted
OS for ARM TrustZone. This choice was also informed by WATZ [55], a project that successfully runs
the WebAssembly Micro Runtime (WAMR) inside OP-TEE. While WATZ targeted different hardware, it
validated the architectural choice of embedding WebAssembly in this specific Secure World environment.
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3.3.2 Hardware Porting and Toolchain Setup

While OP-TEE is well-supported, there was no ready-to-use build for the ROCKPro64. To resolve
this, I used the RockPi 4 configuration because it has the same RK3399 SoC and already had OP-TEE
support. Starting from the RockPi 4 configuration, I compiled a custom Linux kernel and modified the
.dts device-tree file so Linux would recognize OP-TEE and load its drivers.

To ensure the research was reproducible, I wrote scripts to automate this build process and integrated
a GitHub Actions workflow to generate consistent release artifacts. Finally, to create a more functional
development environment, I replaced the default minimal Buildroot filesystem with Alpine Linux, pro-
viding access to a standard package manager.

3.3.3 Emulation and WebAssembly Integration

With the Secure World environment established, the next challenge was executing the x86_64 guest
system. The application and its dependencies are packaged into a Debian-based Docker image, which
serves as the root filesystem for the bootable Linux guest.

To execute this guest, I selected container2wasm [56]. This tool packages the Docker-derived im-
age alongside Bochs [52], an x86_64 emulator compiled to WebAssembly. By running Bochs as a We-
bAssembly module, the emulated machine remains purely x86_64, allowing the Linux application to run
unmodified on the ARM-based TEE.

A higher-performance alternative would have been to use an emulator like QEMU to leverage its
Tiny Code Generator (TCG) and dynamic binary translation. However, a full-featured WebAssembly
port of QEMU does not currently exist. The partially working ports that are available rely heavily on
browser-specific APIs, making them impossible to deploy out of the box in a standalone TEE runtime.
Committing to a QEMU porting effort before validating the core Medovik model would have introduced
unnecessary engineering risk.

Once the baseline architecture was validated, I initiated a secondary effort to port QEMU to We-
bAssembly to further optimize performance. This ongoing port faces significant systems challenges.
First, standalone WebAssembly runtimes currently lack robust threading support, unlike browser en-
gines that can easily rely on Web Workers. Second, achieving optimal performance requires a mature
Just-In-Time (JIT) compiler for the ARM64 target. While runtimes like Wasmtime provide excellent JIT
support, they introduce a large dependency footprint that is poorly suited for a constrained Secure World
environment.

Given these constraints, the prototype relies on the Bochs implementation. Integrating this generated
WebAssembly module into the Secure World, however, still required extending the runtime. The ver-
sion of WAMR used by WATZ lacked several WebAssembly System Interface (WASI) functions required
by Bochs. Specifically, Bochs depends on host clock and time support to accurately emulate hardware
timers for the guest OS. I implemented this missing WASI support directly into the runtime to allow the
emulator to boot correctly.

3.3.4 Compilation Strategy for Performance

Bochs already dominates the cost of the compatibility stack. Because every emulated instruction
passes through the WebAssembly runtime, additional overhead in that layer is amplified across the
emulators instruction stream. WAMRs JIT mode made end-to-end Bochs execution impractically slow,
whereas ahead-of-time (AOT)-compiled WebAssembly approaches native performance in the direct We-
bAssembly experiments reported in Section 3.4.2. AOT cannot remove the cost of x86 emulation, but
it prevents the WebAssembly layer from becoming another dominant bottleneck. It is also important
for punch-through performance. Because the handlers are compiled into the same WebAssembly mod-
ule as Bochs, WAMR AOT-compiles them to ARM64 as well. Once dispatched, a handler bypasses x86
emulation and runs near native speed, aside from hypercall and guest-memory transfer costs.
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3.3.5 Profiling

Choosing a Profiler

Figure 3.4: Reported accuracy varies considerably
across Python profilers. Points near the diago-
nal report a CPU percentage close to the actual
value [57].

Punch-through only makes sense when a small
number of functions account for a large part of the
execution time. I profiled each workload in its or-
dinary environment to identify candidate functions
for punch-through.

Profiling itself was new to me. The closest I had
come to performance engineering was through a few
parallel programming projects. Even in those, I fo-
cused more on correctness and reasonable complex-
ity than on squeezing performance out of a particu-
lar implementation. At first, I thought a profiler gave
a precise measurement of where a program spent
its time. I learned that the reported times depend
on how the profiler observes the program. There
are two main approaches. A deterministic profiler
records function calls and returns, while a sampling profiler periodically inspects the active call stack.
Both add overhead and may account for compiled-library time differently.

For C and C++ workloads, I used gprof [58]. It uses compiler instrumentation to record call re-
lationships together with periodic sampling to estimate execution time. For Python, I started with
cProfile [59] and used its output to select punch-through candidates for ERASE. My first punch-
through attempts did not produce the performance improvement I expected. This made me question
whether cProfile had identified the right bottlenecks, so I started looking at other Python profilers.

That search led me to the accuracy comparison by Scalene [57]’s authors shown in Figure 3.4. In their
experiment, some commonly used Python profilers, including cProfile, reported CPU-time shares far
from the actual values. I then evaluated Scalene and py-spy [60]. Scalene’s line-level output separates
time spent in Python, compiled libraries, and the system. This helped me see what kind of work made
a line expensive, but I needed to know which functions dominated total execution time. py-spy gave
me that view more directly. If I had based the punch-through work only on my first results, I might have
spent time replacing the wrong functions.

Exploring Executionless Profiling

I use executionless profiling to describe predicting likely hot functions from source code and a workload
description without executing the program. In Medovik, I could profile each program in its ordinary
environment, but that is not always possible. A developer may have the source code and a description
of the workload before the target platform or its profiling tools are ready. Dynamic profiling can also be
expensive when a workload is long-running or when its behavior must be tested across many inputs.

In the remainder of this thesis, I use coding agent to mean an LLM-based system that can inspect a
repository and use available tools to carry out a task over multiple steps. Could such an agent make a
useful prediction without running the application at all?

I do not expect an agent to replace measurement, but it could identify plausible hot functions, give
the developer somewhere to start, and narrow the amount of code that needs targeted profiling. I gave
a coding agent the source tree and a description of the workload in natural language. It could list files,
read source code, and search the repository, but it could not run the program, tests, compiler, or profiler. I
asked it to rank the functions it expected to dominate runtime and to give a time-share range, confidence
level, and short explanation for each prediction. To establish a baseline, I repeated the same task without
these restrictions, allowing the agent to run the program and use any available profiling tools.
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I tested both versions on pyflate, a pure-Python bzip2 decompression workload from the Python
Performance Benchmark Suite. Because this was a preliminary experiment, I used cProfile as a delib-
erately modest dynamic baseline. As Figure 3.4 shows, cProfile is among the less accurate profilers for
attributing CPU time. The experiment tested whether source-only predictions could identify a set of hot
functions comparable to this basic dynamic baseline. Across 30 prediction-only runs, the agent found an
average of 78.0% of the dynamically measured top five algorithmic functions and 81.3% of the top ten.

Those numbers are encouraging, but the agent did not give the same answer every time. The mean
pairwise Jaccard similarity2 between runs was 0.541 for the top five and 0.693 for the top ten. The experi-
ment also covered only one workload, and some early runs produced different output formats that I had
to normalize before comparison.

Only after starting this experiment did I find Phaedrus, a compiler-assisted framework that uses gen-
erative models and LLMs to predict dynamic application behavior across inputs [61]. Phaedrus studies
the idea at a much larger scale. My idea was a little narrower. Could a general coding agent inspect a
repository and recover useful information about one workload’s hot functions? Based on my results, I am
inclined to say yes, but I am not sure I would use those predictions if better profiling tools were available.

3.3.6 Punch-Through Handlers

I implemented punch-through by redirecting selected guest-side call sites. Figure 3.5 illustrates the
complete execution sequence and memory access pattern across the emulation boundary. The guest
program calls a small shim instead of the original hot function. This shim executes the x86_64 cpuid
instruction with a custom Medovik value in the emulated EAX register.

When Bochs sees this value, it treats the instruction as a hypercall and dispatches to a handler added
to the Bochs codebase. Since the handler is compiled together with Bochs, it becomes part of the same
WebAssembly module as the emulator. The handler then runs inside WAMR instead of being interpreted
through full x86_64 emulation.

The redirection mechanism depends on the source language. For C and C++ programs, LD_PRELOAD
is enough to replace the original function with the shim. For Python applications such as ERASE, I used
the Python C API [62] to expose replacement module functions that the application can import normally.

As shown in Figure 3.5, managing memory across the boundary requires operating directly within
Bochs’s allocated WebAssembly memory space. When a handler needs guest data, Bochs has to translate
from the emulated guest address space to the host-side representation used by the emulator. Guest mem-
ory may cross several 4 KB pages, so the handler cannot simply copy one flat block. It must gather data
from those pages, run the optimized replacement, and copy the result back to the emulated program.

I also investigated a zero-copy design in which punch-through handlers would operate directly on
the existing guest-memory pages instead of reassembling the data in a temporary buffer and copying the
result back. Section 3.4.4 shows that the copy and write-back overhead is negligible for the coarse-grained
handlers evaluated in this prototype. Direct memory access could nevertheless benefit finer-grained
handlers and remove one source of overhead. I did not complete this design during the internship;
implementing it would likely require extensions to WAMR’s memory interface and possibly to OP-TEE’s
memory-management mechanisms.

3.3.7 Scope and Trusted Computing Base

This prototype evaluates the Medovik porting model. It does not try to minimize the trusted com-
puting base. Compared with a manual port, the TCB grows to include the WebAssembly runtime and
the emulator. That is a real cost. The security tradeoff is more subtle than the size of the TCB alone,

2The Jaccard similarity of two sets is the size of their intersection divided by the size of their union. Here, I computed it for
the predicted top-k function sets from every pair of runs and then took the mean. A value of 1 means that the sets are identical,
while 0 means that they have no function in common.
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Shim Bochs Emulator C++ Handler (Inside Bochs) Bochs Memory (Guest Space)

Guest App
Call optimized function •

Execute 'cpuid' (EAX = ID)
▶

Emulation Boundary Crossed

Direct function call to compiled C++

Traverse Bochs page tables

Reassemble scattered 4KB pages

Execute native optimization

Write results back to guest space⑥ 4

Return control

Resume guest execution

Return final result
4

Figure 3.5: Execution sequence of the Medovik punch-through mechanism. A guest shim issues a cpuid
hypercall. Bochs intercepts it in the WebAssembly environment and dispatches a handler that directly
accesses guest memory within Bochs.

though. A manual port can also introduce vulnerabilities, especially when developers have to rewrite
large parts of an application and its dependencies for a constrained TEE environment. The prototype
therefore explores an engineering tradeoff: accept extra layers so that less code must be manually ported.

The prototype does not yet provide full secure device passthrough. During my internship, a team
of undergraduate students ported Wasm3 [63] and WAMR to Nautilus, a TrustZone-enabled research
kernel. Nautilus could provide Medovik with a less restrictive alternative to OP-TEEs execution model.

3.4 Results & Evaluation

The evaluation follows the two research questions defined in Section 3.1.4.

3.4.1 Experimental Setup

I ran the main experiments on a RockPro64 [64] with a Rockchip RK3399 SoC and 4 GB of LPDDR4
memory. Since the RK3399 is a heterogeneous big.LITTLE processor, I pinned benchmark processes to
the Cortex-A72 performance cores. In my Linux configuration, these are cores 4 and 5. For experiments
that enter OP-TEE, I also pinned the Normal World process that invokes the trusted application.

The workloads include CoreMark [65], the NAS benchmark suite [66], selected SPEC CPU2017 work-
loads [67], and ERASE, the redaction application discussed in §3.1.3. Native and direct WebAssembly
runs were measured 30 times. Selected SPEC CPU workloads were run three times, matching the SPEC
CPU2017 reportable-run convention, which uses the median time [68]. Full container2wasm runs were
measured once because they are much slower. I report slowdowns relative to native execution on the
same board and core set.

For compilation, I used clang-21 from Ubuntu 24.04 with -march=native -O3 for native bi-
naries. Direct WebAssembly binaries were compiled with wasm32-wasip1-clang from WASI SDK
28 [69], also with -O3. WAMR AOT modules were compiled for the RockPro64 performance cores by
setting wamrc’s target to aarch64 and its CPU to cortex-a72.
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Figure 3.6: Compatibility-first execution requires no porting effort but incurs substantial slowdown. Di-
rect WebAssembly closely matches native performance where supported.

3.4.2 Compatibility-First Execution

Every workload in the final set completed through the compatibility-first path (without any porting
work by the application developer) and passed its workload-specific output validation. This included ap-
plications that the current direct-WebAssembly toolchain could not compile. Figure 3.6 compares native
execution, direct WebAssembly execution, and the full container2wasm configuration. That generality
came at a geometric-mean slowdown of about 125×, including about 100× for ERASE.

Direct WebAssembly is much closer to native execution.3 This supports the choice of WebAssembly
as a layer in the Medovik prototype. In a few cases, the AOT-compiled WebAssembly version was even
slightly faster than the native baseline. The small speedups observed for some WebAssembly workloads
likely come from the additional optimization stages in the WebAssembly pipeline. After the WASI SDK
compiles the source to WebAssembly, wamrc applies another set of LLVM optimization passes while
generating AOT code for the Cortex-A72.

For ERASE, I also ran the original x86_64 application through QEMU directly on ARM, without We-
bAssembly or container2wasm. The slowdown fell to approximately 24×. I could not integrate QEMU
into the WebAssembly stack during the internship, but this result suggests that the compatibility-first
baseline strongly depends on the choice of emulator.

3.4.3 Profiling Hot Paths

After measuring the compatibility-first baseline, I looked at whether the slowdown was concentrated
enough for punch-through to help. As described in §3.3.5, I profiled applications in their ordinary execu-
tion environment and ranked functions by their share of total runtime. Figure 3.7 shows the result. Across
all workloads, the single hottest function accounts for 38.3% of runtime on average. The top three func-
tions account for 69.9%, and the top eight for 84.2%. That concentration is what makes punch-through
plausible. The pattern is not uniform. Workloads such as lbm_r and imagick_r spend roughly 99% of
their time in a single function, making them ideal punch-through candidates. gcc_r is the opposite case:
85% of execution is spread across thousands of functions, so a small number of handlers cannot recover
much performance. ERASE sits between those extremes. Its hot code is less concentrated, but the leading
functions still account for enough runtime to make targeted punch-through worth testing.

3Here, the workload source is compiled directly to wasm32/WASI when possible, AOT-compiled with WAMR, and run as a
WebAssembly binary.
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Figure 3.7: Profiled execution time by function across workloads. Blue segments show individual func-
tions or groups, with darker shades indicating larger shares; the light segment combines all remaining
functions. Execution time is often concentrated in a small number of hot functions.

3.4.4 Punch-Through Performance

I implemented punch-through for three workloads: lbm_r, imagick_r, and ERASE. Figure 3.8
shows the performance improvement, while Table 3.1 summarizes the implementation effort and vali-
dation. lbm_r represents Medovik’s best case. One kernel accounts for 98.7% of its execution time, so
replacing it removes nearly all the emulation overhead. imagick_r shows something different: code-
base size matters less than where execution time is concentrated.
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Figure 3.8: Punch-through of selected hot functions sub-
stantially reduces slowdown.

Although imagick_r contains 173,581
lines of C and C++, the tested workload
spends nearly all its time in Morphology
Apply. I implemented the guest-memory
copy and write-back mechanism for lbm_r,
then reused it for imagick_r. After punch-
through, their slowdowns fell to 1.15× and
1.56×. Both handlers were LLM-assisted,
manually reviewed, and checked against the
original outputs.

ERASE is harder: its profile is less con-
centrated, and its hottest entry is the Python-
level main coordinator. I first tried punching
through NumPy’s maximum and minimum operations inside gd_update_efficient_vec. These op-
erations account for a significant share of its execution time, but punching through them barely helps.
Because each operation does little work on its own, the repeated cost of issuing the hypercall, translating
and copying guest memory, and writing the result back outweighs the emulation time saved.

So I tried punching through the complete gd_update_efficient_vec function instead. It ac-
counts for approximately 19% of runtime and contains 357 lines of Python for updating the bounding
boxes. This worked much better. The program crosses the emulation boundary once for the whole func-
tion instead of once for every small NumPy operation. The other two replacements were randomized_
svd and safe_sparse_dot, the latter accounting for approximately 12% of runtime. These calls occupy
only three lines in ERASE, but they depend on scikit-learn, SciPy, NumPy, CPython, and their compiled
native extensions. Those three lines cannot run inside OP-TEE. For randomized_svd, I followed the
scikit-learn source implementation [70] so that the C++ version preserved the same algorithmic steps
and parameter choices. With LLM assistance, I translated the implementation to C++ and used Eigen, a
C++ template library for linear algebra [71]. The original Python dependency stack remained inside the
emulated Linux guest.
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Table 3.1: Application size, punch-through effort, validation, and performance. External runtime and
library dependencies retained inside the guest are not included in the application source counts.

Workload Application
source

Punch-through implementation Preserved code and
environment

Validation Slowdown

lbm_r 1,037 C/C++
lines

LBM_performStreamCollideTRT;
approximately 150 lines

benchmark code,
libraries, and Linux
guest

Exact output
comparison

80.24× →
1.15×

imagick_r 173,581
C/C++ lines

MorphologyApply; approximately 335
lines; reused the memory-transfer
mechanism

imagick_r code,
libraries, and Linux
guest

Exact output
comparison

217.73× →
1.56×

ERASE 2,177 Python
lines,
excluding
dependencies

Three handlers; approximately 880
handler lines and 100 lines of Bochs
changes; estimated 1–2 developer-days

Most ERASE code,
Python and numerical
dependencies, and
Linux guest

Ground-truth
output
evaluation

∼99× →
∼28×

The reported ERASE result uses all three punch-throughs. They required more effort than the C/C++
cases, but left the Python runtime and most application logic unchanged, reducing slowdown from ap-
proximately 99× to 28×. The improvement is larger than the profiled shares of the functions alone would
suggest because the optimized path no longer loads SciPy inside the emulated guest. As shown by the
top segments of the ERASE stacked bars in Figure 3.7, Python module initialization accounts for between
16% and 28% of the original execution time.

3.4.5 Discussion

The results support the main idea behind Medovik. Adding layers makes the first execution slower,
but it also makes the first execution possible. Once the application runs, profiling can identify a much
smaller part of the codebase to port by hand.

The prototype is still limited. Its compatibility-first overhead is high, mostly because of the current
Bochs-based stack. It also does not solve secure device passthrough, which remains necessary for a com-
plete ERASE deployment. Still, the experiments show that the model is not only conceptual: unmodified
x86_64 Linux applications can run inside an ARM TrustZone setting, and targeted punch-through can
recover substantial performance without rewriting the full application.

A remaining limitation of this approach, highlighted by the ERASE evaluation, is the manual engi-
neering effort required to rewrite the target functions for punch-through. Translating complex numerical
routines, such as randomized_svd and gd_update_efficient_vec, from Python to C++ tradition-
ally demands significant developer time and domain expertise. To mitigate this bottleneck, I used LLMs
to automate the translation process, first generating a naive C++ implementation and subsequently refin-
ing it into an optimized version. Ensuring the semantic correctness of these AI-generated ports required
a rigorous validation approach, which directly inspired the secondary research thread explored in the
following chapter.

At this point, one could ask whether the selective porting in the Medovik model could itself be au-
tomated. An LLM-based workflow could use profiling results to select a hot function, translate it into
a punch-through handler, compile it, compare its output with the original, and refine it until the checks
pass. My work on the ERASE handlers suggests that this is possible.

This raises another question: if an LLM can automate Medovik’s selective porting, why not use it for
a traditional TEE port? Recent work has used LLMs to port sensitive leaf functions into TEEs, reporting
success rates of 91.8% for Java and 84.3% for Python [72]. However, LLM assistance does not change what
a traditional port requires: the application and its dependencies must still conform to the TEE SDK and
restricted environment. For ERASE, that remains a whole-stack port. Medovik avoids that application-
wide rewrite by preserving the existing stack and limiting the porting work to selected hot functions.
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Chapter 4

Side Thread: LLM-driven Codebase Porting

This side project started as a result of one of our weekly Prescience Lab meetings. Professor Dinda was
discussing future research ideas related to the Genesis Mission, a U.S. Department of Energy initiative
launched to accelerate scientific discovery through artificial intelligence [73].

4.1 From AI for Science to Software Modernization

Several serious examples already exist. AlphaFold changed protein-structure prediction by reaching
near-experimental accuracy on many proteins [74]. In materials science, GNoME used deep learning to
predict large numbers of candidate crystal structures [75]. In mathematics, FunSearch combined lan-
guage models with program search to find new constructions and heuristics [76], while AlphaGeometry
combined a language model with a symbolic engine to solve Olympiad-level geometry problems [77].

Three of these systems follow the same pattern: the model generates a candidate, and a separate
system evaluates it. Density functional theory calculations evaluate GNoME’s candidate structures, an
evaluator executes and scores FunSearch’s programs, and AlphaGeometry delegates deduction steps to
symbolic engines.

Porting codebases is a recurring challenge. C and C++ remain common because they give program-
mers control over layout, allocation, calling conventions, and system interfaces. That control also leaves
room for bugs that newer languages try to rule out by construction. A mature codebase is full of implicit
knowledge: edge cases, performance assumptions, API contracts, build constraints, undocumented be-
havior, and tests that only cover part of the real behavior. Static analysis tools can recover some facts
about a program, but program meaning is not always written down in a form that can be translated di-
rectly, and it is not obvious whether an LLM can truly understand it. What evidence would let us claim
that a translation preserves the behavior of the original program? Does it respect the target language’s
memory model and idioms, and does it preserve assumptions that were never written down explicitly?
The equivalence and correctness of the generated program still have to be justified after the fact.

Proving that a program does what it is supposed to do remains one of software engineering’s hardest
problems [78]. I was not starting from scratch. I had already worked with formal verification in two
previous projects on Althread, a language for modeling and verifying concurrent and distributed sys-
tems [79]. During this internship, I also took COMP_ENG 356: Introduction to Formal Specification &
Verification, where I worked directly with TLA+. TLA+ describes a system as a sequence of states and
checks safety and liveness properties of that specification [80]. Between that earlier work and the course,
formal methods were one of the first things I considered when I started thinking about how to validate
translated code.

TLA+ was not a natural fit for proving that two implementations behave the same way. Lean seemed
closer to the problem because programs and functions can be defined in the same language used to state
and mechanically prove theorems about their behavior [81]. Still, a proof is useful only if the formal
definitions accurately represent the source and translated implementations. For production software in-
volving memory, concurrency, and I/O, building that connection requires substantial proof engineering.
Scalability and the need for specialist expertise remain major obstacles [78, 82].

One possible answer is extensive testing. In practice, software is often evaluated by whether it passes
its test suite, behaves correctly in deployment, and avoids regressions that users can observe. Good test
coverage is part of normal engineering practice, and automated test generation can enlarge the space
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int64_t sum_to(int64_t n, int64_t acc) {
if (n == 0) return acc;
return sum_to(n - 1, acc + n);

}

(a) C: GCC or clang (LLVM) eliminates the recursion at
-O2 in this case.

function sum_to(n, acc)
n == 0 && return acc
return sum_to(n - 1, acc + n)

end

(b) Julia: the direct translation remains recursive in the
tested version.

Figure 4.1: Program behavior can depend on the compiler pipeline. This tail-recursive C function and its
direct Julia translation behave differently on large inputs.

that is tested [83]. When the old and new implementations can be run on the same inputs, differential
testing can reveal cases in which their behavior differs [84]. Such evidence might show that the new
implementation matches the old one over the tested cases. It would not guarantee that the translation
preserved every edge case, every numerical behavior, or every implicit contract in the original code [84].

Figure 4.1 shows a concrete case. In this test, sum_to(20000000, 0) completes when the C version
is compiled with -O2, because GCC turns the recursion into a loop. At -O0, the same call crashes with a
stack overflow. A direct Julia translation remains recursive and can fail in the same way. As such, the C
and Julia versions may both pass ordinary tests, but when the compiler does not eliminate the recursion,
a large enough input can exhaust the stack at a limit that depends on the machine and runtime.

4.2 Evaluating LLM-Driven Code Translation

The validation problems described above lead to three questions:

1. Does the translation fix bugs missed by the tests, introduce new ones, or both?
2. How much evidence is enough to trust the translated program?
3. How much human correction is needed, and how much time does the translation ultimately save?

The industry examples, recent research, and my experiments offer different views of these questions.

4.2.1 Industry Signals: Bun and React Compiler

Two recent open-source ports offer an early view of what this approach looks like in practice. In July
2026, Bun maintainer Jarred Sumner published an account of an automated rewrite of Bun’s 535,496 lines
of Zig into Rust. After 11 days of LLM-driven work, the port passed the existing test suite in continuous
integration across six platforms [85, 86]. The project was motivated by recurring memory-management
bugs caused by interactions between manually managed memory and JavaScript’s garbage collector.
According to the maintainer, the Rust version also performed 2-5% better in its benchmarks.

The rewrite was merged into the main branch before its versioned release, and 19 known regressions
were later identified and fixed. At the time of Sumner’s account, around 4% of the Rust code remained
inside unsafe blocks, partly to interface with C++ libraries. The result was therefore not a pure safe-Rust
rewrite and still depended on unsafe code at some library boundaries.

The initial workflow consumed 5.9 billion uncached input tokens, 690 million output tokens, and 72
billion cached input-token reads. Sumner estimated the total at roughly $165,000 at API pricing. He
also estimated that a manual rewrite would have required three engineers with full knowledge of the
codebase working for about a year [85]. A rewrite that the project would not have attempted manually
became possible at a great but finite inference cost.

As Figure 4.2 illustrates, the rewrite depended on a multi-agent adversarial review process. One
agent implemented each translation task, two or more agents searched for errors, and another agent
applied the feedback. This is evidence that LLM agents can help port a large codebase when they operate
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inside a strict engineering framework. However, there is no formal evidence of correctness. The Rust
compiler, a TypeScript test suite with more than 1 million assertions, continuous integration, benchmarks,
adversarial LLM review, and manual inspection by the maintainer [85] provide confidence in the port.

Bun is not the only public example. In June 2026, an experimental Rust port of the React Compiler
was merged into the React repository [87]. Unlike a standard web application, a compiler must preserve
accepted inputs, generated code, error behavior, and diagnostics. The React port was heavily guided by
humans but mostly written with AI assistance. To compare it with the TypeScript implementation, the
team required all 1,725 existing test fixtures to pass. The validation process compared generated code
and errors, as well as the compiler’s intermediate representation after each pass.

The React maintainer nevertheless described the port as experimental and warned that undiscovered
bugs could remain [87]. Together, the Bun and React cases suggest that LLM-assisted translation can work
at production scale when generation is surrounded by deterministic checks and close human supervision.
I would argue that passing the complete test suite for a codebase with strong test coverage provides a
good degree of confidence.

4.2.2 Research Directions in Code Translation

Figure 4.2: Multi-agent validation loop used in the
Bun rewrite: an Implementer generates code, Ad-
versarial Reviewers critique it, and a Fixer revises
it until all checks pass.

The industry examples gave me a fairly clear pic-
ture of how practitioners approach this problem, so
I next looked at what academia was doing. Alpha-
Trans was my starting point. It treats translation
as a repository-level problem, using program anal-
ysis to decompose a project and translate its frag-
ments in reverse call order [88]. Although most gen-
erated fragments were syntactically correct, Alpha-
Trans could automatically validate the functional
correctness of only about a quarter of them.

PtrTrans focuses more narrowly on project-level
C-to-Rust translation. Its argument is that translat-
ing one function at a time works poorly for pointers
because ownership and lifetime decisions depend
on how a pointer is used across the project. To re-
cover this context, PtrTrans builds a pointer knowl-
edge graph containing points-to relationships, own-
ership, mutability, nullability, and lifetime informa-
tion [89]. The graph then gives the model a global
view of the pointer semantics it must preserve. Al-
phaTrans and PtrTrans therefore reach a similar con-
clusion that code translation is not a local problem.

Other work focuses on the information given to the model and on how the result should be judged.
SpecTra generates static specifications, test cases, and natural-language descriptions from the source
program, filters them for consistency, and supplies them to the model during translation [90]. Across
C-to-Rust, C-to-Go, and JavaScript-to-TypeScript tasks, the authors report improvements of up to ten
percentage points over translation from source code alone.

CodeAlignBench examines a different part of the problem. A generated program can be functionally
correct and still ignore constraints that matter to its developer. The benchmark therefore tests whether
models follow the contract stated in the original request and whether they can refine a solution in re-
sponse to follow-up instructions [91]. Although CodeAlignBench is not a code-translation system, it is
making the case that behavioral equivalence, though necessary, is not the only property that makes a
translation acceptable.
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Table 4.1: Preliminary single-run LULESH throughput for the graph-colored Julia port and the OpenMP
C++ implementation. Higher throughput is better.

Threads Size Julia (z/s) C++ OpenMP (z/s) Julia/C++

44 60 6314.95 5958.47 1.06×
44 80 9045.59 5872.88 1.54×
44 100 9006.75 4869.48 1.85×
44 120 9166.29 5250.65 1.75×

88 60 5163.75 4718.59 1.09×
88 80 6975.31 6421.66 1.09×
88 100 8613.22 4365.09 1.97×
88 120 8905.11 5126.98 1.74×

4.2.3 My Porting Experiments on LULESH

Inspired by these industry signals and by the research direction Professor Dinda had outlined, I built
several experimental pipelines around LULESH, the Livermore Unstructured Lagrangian Explicit Shock
Hydrodynamics proxy application [92]. Initially, I wanted to understand whether an LLM could produce
Julia code and whether it would be possible to produce external evidence that the translation was trust-
worthy. Unless I state otherwise, references to “the model” in this section mean Claude Sonnet 4.6 [93].

My first pipeline was naive. I used a classifier to separate the LULESH functions according to whether
they perform pure arithmetic, access application state, use MPI, or perform I/O. For the arithmetic ker-
nels, the model generated natural-language specifications, Lean definitions and proofs, Julia implemen-
tations, and Z3 checks. Z3 is a satisfiability modulo theories solver that checks logical constraints and
searches for counterexamples [94].

The problem was that every formal artifact had been generated from another unverified artifact. A
Lean proof established a property of the generated Lean definition, while a Z3 check established a prop-
erty of the generated logical encoding. Neither shows that the Lean definition matches the original C++
or that the Z3 encoding matches the Julia implementation. The result was a working single-node Julia
port that I could probably have generated without any of those extra steps.

Performance was not the goal of this experiment, although I hoped the Julia port would be roughly
as fast as the C++ version. It was not. Out of curiosity, I asked the model to examine the Julia code for
performance problems and propose optimizations. Its main proposal was an eight-color graph-coloring
scheme. Elements assigned the same color do not share a node, so their force contributions can be pro-
cessed in parallel without conflicting updates. I applied this change before running the measurements
reported in Table 4.1.

I compared the optimized Julia version with the OpenMP implementation from the LULESH reposi-
tory maintained by Lawrence Livermore National Laboratory [95]. I ran the experiments on Dubliner, an
Ubuntu server with four Intel Xeon Gold 6238L processors, for a total of 88 physical cores and 176 hard-
ware threads, and 376 GB of RAM. The C++ implementation was compiled with GCC 14.3.0 using -O3,
-fopenmp, and -DUSE_MPI=0. I evaluated configurations using 44 and 88 threads with problem sizes
60, 80, 100, and 120. I warmed up the Julia implementation before measurement and excluded problem
initialization from the timed region. Since this was only a preliminary test of whether the optimization
was promising, I ran each C++ and Julia configuration once. The runs were executed sequentially, and
throughput is reported using LULESH’s figure of merit in zones per second.

To check the translation, I exposed the original C++ functions through a C-compatible wrapper and
compared their outputs with the Julia functions on the same inputs. The complete Julia implementation
also retained LULESH’s final energy-symmetry check.
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At 44 threads, the optimized Julia implementation achieved between 1.06× and 1.85× the C++ through-
put. At 88 threads, the range was 1.09× to 1.97×. These results gave me preliminary evidence that an
LLM-proposed optimization could make a translation competitive with the original implementation.

I then used DSPy to structure the workflow as a sequence of model-driven stages with explicit inputs
and outputs [96, 97]. This made the translation and repair pipeline easier to modify as the experiment
evolved. Each attempt received the C++ source, a description of the expected inputs and outputs, and any
failure from the previous attempt. The instruction-tuned google/gemma-4-31b-it model generated
the candidate translations. I accessed it through OpenRouter, a service that provides access to hosted
language models through a common API [98, 99]. Claude Sonnet 4.6 helped me write and refine the
DSPy signatures and prompts [93].

For the executable specifications, I used deal, a design-by-contract library that let me attach precon-
ditions and postconditions directly to Python functions [100]. I checked those contracts with CrossHair,
which executes the functions with symbolic inputs and searches for values that violate their precondi-
tions or postconditions [101]. After generating each Julia implementation, I compiled the original C++
function behind a C-compatible interface and compared both versions on randomized inputs. When the
outputs differed, I gave the failing input back to the model so it could revise the Julia translation.

This pipeline is more structured than my first attempt. The original trust problem remains. Both
the Python specification and the Julia implementation are generated. Contracts and differential testing
can do a lot of the heavy lifting. However, these checks do not show that the contracts capture the full
behavior of the original C++ code or that the two implementations agree for every input. While this is
arguably a better repair loop, it does not amount to a proof of equivalence.

I also explored lowering the C++ and Julia implementations to LLVM Intermediate Representation.
Could their equivalence be proved at the IR level? A common representation does not remove the dif-
ferences between their source languages, compilers, and runtimes [102]. Two frontends may encode the
same computation using different control flow, runtime calls, exception mechanisms, garbage-collection
interfaces, and floating-point assumptions. An LLVM-level comparison still requires a precise definition
of observable behavior and a way to account for those differences.

4.3 Takeaway: Correction Traces as Expert Knowledge

This process gave me more insight into the problem. In a realistic porting effort, a team of software
engineers would probably not accept the first generated version. They would review it, run tests, fix
obvious bugs, adapt APIs, improve its use of target-language idioms, and make other necessary changes.
What if we could extract value from this manual process by recording what was wrong, why it was
wrong, how it was detected, and what made the corrected version acceptable? If this process were re-
peated across several codebases, those traces could become a dataset of expert porting behavior.

Instead of asking an LLM to translate code in one step, we could document how human experts
validate and repair translations, then encode that workflow for future agents. A coding agent could be
given a porting skill1, a checking skill, and a repair skill. It could be required to generate tests, compare its
output against the source implementation, classify failures, explain its corrections, and only then produce
a final version. The model would still generate the code, but more of the expert knowledge would live in
the process around it. Existing work [88, 103] provides partial evidence that this direction is plausible.

My next question is whether these correction traces would actually help on codebases the agent had
never seen before. I would test this by comparing an agent given only source code, tests, and language
documentation with one that also received traces from earlier ports. I would measure how often each
agent produced a correct translation, how many repair attempts it needed, and which failures escaped
the available checks.

1Here, I use a skill to mean a reusable workflow centered on a Markdown instruction file and optionally supported by scripts,
references, or other resources.
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Chapter 5

Reflections: A Researcher’s Life in the Lab

This internship took place in a research lab, and I learned more than the technical content of my
projects. I learned new tools, wrote research code, read papers, prepared experiments, helped with an
event, wrote a paper, and spent enough time around PhD students to get a glimpse of what their lives
look like. Six months is not long enough to fully understand that life, but it is long enough to feel its
rhythm.

5.1 Related Work

Research does not happen in isolation. An idea can be measured only compared to what already
exists. That usually means reading related work: finding papers, understanding what problem they
solve, seeing what they do not solve, and deciding where your own question fits.

This part of research felt very different from my first literature survey four years ago, when I worked
on Quality of Service in networks. Back then, I mostly relied on books, search engines, and going through
papers one by one. It was slow but taught me to judge a paper’s relevance. During this internship, LLMs
and LLM-assisted search made the first part of the process much faster. I was able to find leads, related
terms, and papers I might not have discovered as quickly alone. I still had to open the papers, check
what they really claimed, and decide whether they mattered to my research question. I saw the idea
phrased online as: you can outsource your thinking, but not your understanding [104]. That is how I feel
about literature review. Tools can speed up search, suggest keywords, and surface adjacent work, but
they cannot fully decide for me what a paper means for my own question.

Staying up to date also happens outside papers. LinkedIn, X, blogs, GitHub, and project announce-
ments can all provide useful signals about what people in systems, security, and programming languages
are working on.

5.2 Writing, Submission, and Rejection

Writing the Medovik paper made me step back and place the project in context again. I had to be
clear about the problem I was trying to solve, what I claimed Medovik solved, and the limitations of the
approach. I also had to work within a page limit, follow the venue’s formatting and anonymity rules,
and present the work in a form that reviewers could evaluate.

The paper was rejected, and I am preparing a revised version for submission to another venue. The
reviews were still helpful, and some of their suggestions are already reflected in this thesis. At the same
time, I felt that one reviewer had missed the main point of the paper. Professor Dinda asked me to
condense each review into bullet points in my own words and then write a rebuttal, even though the
workshop did not have a rebuttal period. The exercise taught me to separate my reaction to a review
from the concerns it raised, then answer those concerns with facts and concrete changes. Advice on
rebuttal writing also helped me see that when a reviewer misunderstands a paper, the framing of the
paper may share part of the blame [105].

I came away thinking that peer review is somehow both broken and functional. Reviewers can make
useful suggestions and still misunderstand part of a paper. Authors can disagree with a decision and still
improve their work because of it. It is not a clean system, but through criticism, revision, and resubmis-
sion, it still helps research move forward.
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5.3 Talks, Seminars, and Events

The Computer Science department regularly hosts talks at noon, where faculty, PhD students, and
external guests present their research. These talks are a useful reminder that research is also a social
activity. People explain ideas, ask questions and disagree.

Inside the Prescience Lab, Friday afternoon talks play a similar role. They could be conference reports,
rehearsals for future talks, presentations of recent work, or preparation for exams.

On May 11, Northwestern hosted the Greater Chicago Area Systems Research Workshop [106]. More
than 300 faculty members, students, and industry guests attended. I helped organize the event, and I
presented my first poster [107] on the work I had been doing. Looking back, I realize that I did not use
the networking opportunity as well as I could have. Next time, I would try harder to talk to people, ask
questions, and use the event as a way to understand the community around the work.

5.4 Can Research Help You Find Purpose?

This question may sound too broad for a masters thesis, but it was part of what I was trying to
understand. Could research be a life I would want?

If someone never asks whether their work is useful beyond publications, deadlines, career steps, and
reputation, something feels missing. Of course, those things matter. Researchers need jobs, funding,
papers, and recognition. But if research becomes only a race toward the next paper, it loses something.
Hamming writes that important research is work that matters in the long run [108]. His argument raises
an uncomfortable question: am I working on something because it matters, or because it is publishable?

Dijkstra once advised a young researcher, “Do only what only you can do.” [109] I think few things
can be done by only one person. To me, the sentence means finding work that fits my particular combi-
nation of skills, experience, and interests, especially when that combination lets me contribute something
that would be harder for someone else. That kind of fit is rare. Perhaps finding purpose means recogniz-
ing where I have that advantage and then working to become as good at it as I can.

During this internship, I learned that research can be exciting, lonely, frustrating, and deeply satisfy-
ing, sometimes in the same week. Purpose does not simply come from being in a lab, writing a paper,
or working on a hard technical problem. For me, it probably comes from deciding that the question is
worth my attention, and then giving it that attention honestly.
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Chapter 6

Conclusion

This internship began with an open research question rather than an existing implementation: could
compatibility layers make unmodified Linux applications run inside an ARM TrustZone environment,
and could selective porting recover useful performance? The resulting Medovik prototype answered the
first question positively and showed that profiling-guided punch-through can substantially reduce the
cost in favorable workloads, although ERASE remains limited by emulation overhead and the absence
of secure device passthrough. The work led to a prototype codebase, an evaluation, and a workshop
submission. Following the paper’s rejection from the 14th Workshop on Programming Languages and
Operating Systems (PLOS 2026), held in conjunction with SOSP 2026, we are reconsidering the design,
including a possible move to faster QEMU-based emulation and support for device passthrough. I’m
also aiming for a revised submission to the 8th International Workshop on Containers and New Orches-
tration Paradigms for Isolated Environments in HPC (CANOPIE-HPC), held in conjunction with SC26.
Its deadline is August 14, 2026.

6.1 Hindsight

Beyond the results, this internship gave me a realistic view of academic research and confirmed that
I want to continue doing research, whether in academia or elsewhere.

Looking back, there are things I would do differently. Next time I work on a research idea, I want to
pause more often and look at the whole picture. When the work is exciting, it is easy to sprint from one
technical problem to the next. I should have stopped more often to ask whether the current experiment
was answering the right question, whether the implementation was good enough for the claim, and
whether I was spending effort in the right place.

I also learned something about autonomy. This internship gave me a lot of freedom, which I appreci-
ated. But freedom also means managing yourself. I had to organize my time, keep progress moving, and
decide when to ask for help. I often worked more than the required hours, sometimes by more than ten
hours a week. Some of that came from motivation. Some of it came from pressure I put on myself. In the
future, I want to stay ambitious without pushing myself too far. Is that actually possible?

The internship also had a personal side. I grew up in Moldova speaking Romanian, spent five years in
France, and then moved again, this time to work every day in English. Since the internship was unpaid,
I worked part-time on weekends to support myself. Some weeks, the technical demands of the project,
financial pressure, and adapting to another country all came at once. I do not mention this as an excuse.
I have often had to make something useful out of circumstances I did not choose, and this internship
asked the same of me. I am proud of how I handled it. I did the technical work, wrote, presented,
learned, adapted, and kept going.

6.2 Personal Direction

A PhD was already a serious option for me before this internship, and it remains one. What changed
is that I now have a clearer idea of the kind of work and environment I want. I want to be somewhere
where difficult and sometimes slightly crazy technical ideas are taken seriously, where I have the freedom
to explore them, and where people care enough to challenge them. I do not yet know whether I will find
that in academia, industrial research, or somewhere else.
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